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ReadyCommunities Partnership

Executive Summary

According to the Department of Homeland Security, America’s vulnerability is a cause “for significant national concern. Domestic security is only as strong as the least prepared community, and it is an all-hazards reality that first response will always be local response.  However, approximately 40% of all communities are not prepared and will not received enough federal or state money to “pay for preparedness”. This requires local governments to integrate and leverage their community and private sector resources to multiply their first response capability during the first 72 hours of crisis.

The National Council on Readiness and Preparedness (NCORP) has launched the ReadyAmerica Initiative to help identify best practices and new ideas that leverage local community and private sector assets through innovative public/private partnerships, bringing people, services and assets into the public sector preparedness and response planning to build the community surge capacity needed until federal and state assistance arrives.
Through a 5-community pilot program called ReadyCommunities Partnerships, NCORP and the Corporate Crisis Response Officers Association (CCROA) will partner to help local communities develop the programs and networks that can integrate public and private sector assets into one, effective local plan.  

One tool to help accomplish this is the Essential Public Network (www.epn.com), a federal-ready network developed by NCORP and its partners that enables local communities to link together their public and private sector assets and volunteers in a network accessible by local sector leaders.  The EPN will allow people to communicate, train, prepare and manage crisis.  It also will enable a two-way exchange with the state and federal governments to share information vital to response and recovery.
CCROA members will sponsor the cost and maintenance of establishing an EPN network in a community, and work through the local mayor or county executive to recruit the key sector representatives in that community to join EPN and participate in planning, training and cataloging assets, capabilities and volunteers.  A variety of tools will be included on the EPN that allow each community to tailor their asset catalog and communication network to their own particular situation.
Each EPN ‘cog’ will cost $20,000 to establish, and then $60 per year for each registered ‘seat’ on the network.  Typically, 100-400 registered users will be required for each medium-sized community.  CCROA will contribute the ‘cog’ establishment fee to NCORP by way of charter contributions from CCROA sponsoring members. NCORP will use a portion of these ‘cog’ funds to cover the expense of establishing the community network and to help cover NCORP’s expenses to market the program. CCROA will then raise the individual seat fees directly from community sponsoring corporations and municipalities through their own CRO members to support the on-going EPN expenses for the cog.  The registered members will be listed on a database called the National Community Asset Network (NCAN), managed by Battelle Memorial Institute in partnership with the Federal Protective Service and National Joint Terrorism Task Force (NJTTF).
NCORP and CCROA will establish cogs throughout America’s communities by working with ESRI, Siemens, ESP Group, Battelle Memorial Institute, BAE Systems and other organizations in partnership with the local, state and federal governments. 

Background on Crisis Response Officers
Recent disasters illustrate the important role of the private sector in supporting response and recovery efforts. Local and national corporations after Katrina contributed their expertise and assets in ways that augmented, or in some cases surpassed, early public sector responder capability.  During response, public sector agencies depended on the logistics and resource abilities of contract providers to deliver, manage and maintain critical communications, warehouse and materiel services.  The efficiency and speed of delivery of these key resources was made possible by applying management and distribution systems developed from years of experience with market forces and competition, resulting in very efficient and cost-sensitive capabilities adaptable to response and recovery efforts.

These disasters also underscore an additional reality:  community and business continuity during the first 72 hours depends on the preparedness and first response capability of the immediate and surrounding communities. Robust preparation and synchronized response helps keep a humanitarian recovery from devolving into a law enforcement crisis.  If a local jurisdiction lacks adequate materiel, sufficient numbers of personnel and is not able to effectively administer resources, professionals and volunteers, then the chances of a quick community recovery are diminished.

Local businesses must play a key role in community preparedness and response.  In addition to the civic responsibility and good Samaritan contributions that underpin private sector contributions to preparedness and response, local commerce is dependent in part on the same forces and consequences that affect community recovery after crisis.  In key ways, business continuity is tied to community continuity.  

To help communities prepare and respond, a new position called the crisis response officer (CRO) should be created in every facility , to act as liaison to local jurisdictions and responder/law/medical sectors – and to partner with the public sector to develop community practice standards, to prepare, train and ready their businesses and employees for crisis.  This local approach will better fit the known and expected local and regional risks more than a general, top-down, centralized effort.

 

The CRO will also identify corporate resources and employees that can be assets to the community during threat or crisis.  Here, there's a shared interest in community recovery that can result not only in a more robust response, but a quicker recovery, because the jurisdiction and the business community work together to meet their mutual objective of recovery and continuity.

The CRO serves three primary functions:  1) acts as the key liaison between the corporation and the surrounding jurisdiction leadership for planning, response and continuity; 2) establishes a direct link to responder sector leaders to facilitate training, preparedness and response planning; and 3) serves as the task officer to help employees and their families prepare, respond and recover from crisis.

Background on EPN

Mission:  Form a collaboration of public/private partners to deploy a user-defined, trusted and secure community gateway that facilitates mobility and transportability, that is redundant, provides asymmetric connectivity with synchronized awareness, and creates an active global directory of users, regulated by access rules of privilege and durational permissions to share unrestricted, restricted and law enforcement-sensitive information.

 

Goal:  Create a trusted Essential Public Network (EPN) to serve as a community sector gateway that identifies and links users at all levels and locations to communicate and receive information, regulated by rules of use,  that not only facilitates interoperability between sectors and platforms, but connects them to other portals and concentric levels of access based on the need to know, to see and to share.

 

Objective:  By year’s end of 2006, begin a beta-network built from ‘best practice’ technology through a collaboration with RAINS, NJTTF, NCORP and others, as the first step in creating 3 pilot projects to 1) test-drive asymmetric connectivity to create synchronized awareness; 2) get feedback and suggestions on the functionality, services and content that should be included in the EPN; and 3) get user buy-in so that it's useful, practical, helpful and meets the goal of sharing but protecting restricted and law enforcement-sensitive information.

 

Immediate Steps:  1. Divide the Open Standard Municipal Operating System Committee into six functional subcommittees to develop the protocols, capabilities and functionality required to support, develop, maintain and regulate the EPN:

 

a)  Active Global Directory

b)  Mobility, Transportability, Interoperability and Transferability

c)  Security & Trust

d)  Synchronized Awareness

e)  Content and Exchange Functionality (RSS & news feeds, alerts, links, blogs, etc.)

f)  Legal, Subscriptions, Operations

2. Confirm follow-up meeting of Interagency OSMOS Committee with NJTTF for mid-March.

3. Deploy the beta gateway by mid-year 2007; and pilot projects in Portland, Galveston, Charleston and 2 other communities.
4. Recruit public/private partners to develop, support and fund the EPN pilot projects.
